L Immersive

Continuing Professional Education Certificate

KAUST Participant

Has completed:

48 Hours of training | 48 CPE

171 Labs | 12390 Points

5,
s
",
",

from: 23 December 2025 to: 6 January 2026

Date: Signature

Janes fadley

6 January 2026

James Hadley, CEO

Q immersive

Headquarters (UK) US Office support@immersivelabs.com
. www.immersivelabs.com

The Programme, All Saints' Street 200 Berkeley Street, 19th Floor

Bristol, BS12LZ Boston, MA 02116, USA

+44 20 3892 9101 +1617 2217241



Labs completed

LAB TITLE

Introduction to Cryptography: Hashing

Introduction to Cryptography: Digital Signatures

Introduction to Cryptography: Block Ciphers

Introduction to Cryptography: Public Key Infrastructure

Introduction to Cryptography: Public and Private Key Management

Introduction to Cryptography: Message Integrity

Introduction to Cryptography: One-Time Pad

Introduction to Cryptography: Stream Ciphers

Introduction to Cryptography: Asymmetric Encryption

Introduction to Cryptography: Symmetric Key Encryption

Introduction to Cryptography: What is Cryptography?

Cyber Kill Chain:

Cyber Kill Chain:

Cyber Kill Chain:

Cyber Kill Chain:

Cyber Kill Chain:

Cyber Kill Chain:

Cyber Kill Chain:

Q immersive

Ep.8 — Actions on Objectives Phase

Ep.7 — What is the Command and Control (C2) Phase?

Ep.6 — Installation/Persistence Phase

Ep.5 - Exploitation Phase

Ep.4 - Delivery Phase

Ep.3 — Weaponization Phase

Ep.2 — Reconnaissance Phase

COMPLETED

6/01/2026 12:20

6/01/2026 12:19

6/01/2026 12:18

6/01/2026 12:17

6/01/2026 12:14

6/01/2026 12:12

6/01/2026 12:11

6/01/2026 12:10

6/01/2026 12:09

6/01/2026 12:07

6/01/2026 12:06

6/01/2026 12:05

6/01/2026 12:04

6/01/2026 12:02

6/01/2026 12:00

6/01/2026 11:58

6/01/2026 11:58

6/01/2026 11:56

from: 23 December 2025 to: 6 January 2026

ESTIMATED
TIME

15 min

15 min

15 min

15 min

15 min

10 min

15 min

10 min

15 min

10 min

10 min

20 min

20 min

20 min

25 min

25 min

20 min

20 min



Labs completed

LAB TITLE

from: 23 December 2025

Cyber Kill Chain: Ep.1 - What is the Cyber Kill Chain?

Cyber Kill Chain: Ep.9 — Adversary Simulation

Introduction to Cryptography: Demonstrate Your Knowledge

Ransomware: Ryuk

Practical Malware Analysis: Network Simulation

Incident Response: Suspicious Email — Part 1

Incident Response: Parsing PST

Introduction to Incident Response:

Validating SIEM Results

Introduction to Incident Response:

Introduction to Incident Response:

Introduction to Incident Response:

Introduction to Incident Response:

Introduction to Incident Response:

Introduction to Incident Response:

Find the Flaw: Java - Injection

Ep.7 - Demonstrate Your Knowledge

Ep.6 — Post-Incident Activity

Ep.5 — Containment, Eradication, and Recovery

Ep.4 - Detection and Analysis

Ep.3 — Preparation

Ep.2 - Process

Ep.1 - Introduction

Find the Flaw: Java - Security Misconfiguration

Find the Flaw: Java - Insecure Design

Q immersive

COMPLETED

6/01/2026 11:55

6/01/2026 11:53

5/01/2026 21:48

5/01/2026 21:44

5/01/2026 21:08

5/01/2026 20:21

5/01/2026 19:58

5/01/2026 18:38

5/01/2026 18:35

5/01/2026 18:29

5/01/2026 18:10

5/01/2026 18:01

5/01/2026 17:46

5/01/2026 17:26

5/01/2026 17:12

5/01/2026 16:19

5/01/2026 16:11

5/01/2026 16:05

to: 6 January 2026

ESTIMATED
TIME

15 min

25 min

20 min

60 min

34 min

60 min

13 min

15 min

15 min

15 min

20 min

20 min

10 min

10 min

10 min

25 min

20 min

20 min



Labs completed

LAB TITLE

Find the Flaw: Java - Identification and Authentication Failures
Find the Flaw: Java - Cryptographic Failures
Find the Flaw: Java — Software and Data Integrity Failures

Find the Flaw: Java - Vulnerable and Outdated Components

OWASP Top 10 (2025): A10 — Mishandling of Exceptional Conditions

OWASP Top 10 (2025): A09 - Logging and Alerting Failures

OWASP Top 10 (2025): A08 — Software or Data Integrity Failures

OWASP Top 10 (2025): AO7 — Authentication Failures

OWASP Top 10 (2025): A06 - Insecure Design

OWASP Top 10 (2025): AO5 - Injection

OWASP Top 10 (2025): A04 - Cryptographic Failures

OWASP Top 10 (2025): A03 - Software Supply Chain Failures
OWASP Top 10 (2025): A02 — Security Misconfiguration
OWASP Top 10 (2025): AO1 - Broken Access Control

OWASP Top 10 (2025): Introduction

FIN7 Threat Hunting with Splunk: Ep.2 — Initial Access

FIN7 Threat Hunting with Splunk: Ep.1 — What is FIN7?

Splunk: Malicious Account Creation

Q immersive

COMPLETED

5/01/2026 15:57

5/01/2026 14:42

5/01/2026 14:26

5/01/2026 13:59

4/01/2026 23:03

4/01/2026 22:51

4/01/2026 22:42

4/01/2026 22:34

4/01/2026 22:27

4/01/2026 22:17

4/01/2026 20:58

4/01/2026 20:48

4/01/2026 19:37

4/01/2026 19:25

4/01/2026 19:12

4/01/2026 18:49

4/01/2026 17:33

4/01/2026 17:28

from: 23 December 2025 to: 6 January 2026

ESTIMATED
TIME

20 min

20 min

20 min

15 min

10 min

10 min

10 min

10 min

10 min

10 min

10 min

10 min

10 min

10 min

10 min

30 min

10 min

42 min



Labs completed from: 23 December 2025 to: 6 January 2026

LAB TITLE COMPLETED ESTIMATED TIME
Splunk Basics: Ep.3 — Search 4/01/2026 16:25 30 min
Splunk Basics: Ep.2 — Data Sources 4/01/2026 16:14 10 min
Splunk Basics: Ep.1 - The Splunk Interface 4/01/2026 16:10 15 min
What is Splunk? 4/01/2026 16:07 10 min
Cyber Kill Chain: Ep.10 — Demonstrate Your Knowledge 4/01/2026 16:00 15 min
Find the Flaw: Java - Broken Access Control 4/01/2026 15:44 20 min
Secure Data Handling 4/01/2026 14:07 15 min
Secure Fundamentals: The CIA Triad 4/01/2026 13:59 10 min
Secure Fundamentals: Attribution and Accountability 4/01/2026 13:54 10 min
Secure Fundamentals: Security Patching 4/01/2026 13:50 10 min
Secure Fundamentals: Principle of Least Privilege 4/01/2026 13:45 10 min
Secure Fundamentals: Authorization 4/01/2026 13:40 10 min
Secure Fundamentals: Authentication 4/01/2026 13:36 10 min
Secure Fundamentals: Defense In Depth 4/01/2026 13:32 10 min
Tactics: Demonstrate your Knowledge 3/01/2026 21:01 15 min
Tactics: Impact 3/01/2026 20:56 15 min
Tactics: Exfiltration 3/01/2026 20:51 15 min
Tactics: Command and Control 3/01/2026 20:28 15 min

Q immersive



Labs completed from: 23 December 2025 to: 6 January 2026

LAB TITLE COMPLETED ESTIMATED TIME
Tactics: Collection 3/01/2026 20:21 15 min
Tactics: Lateral Movement 3/01/2026 20:14 15 min
Tactics: Discovery 3/01/2026 20:08 15 min
Tactics: Credential Access 3/01/2026 20:01 15 min
Tactics: Defense Evasion 3/01/2026 19:56 15 min
Tactics: Privilege Escalation 3/01/2026 19:50 15 min
Tactics: Persistence 3/01/2026 19:21 15 min
Tactics: Execution 3/01/2026 19:14 15 min
Tactics: Initial Access 3/01/2026 19:07 15 min
Tactics: Resource Development 3/01/2026 19:00 15 min
Tactics: Reconnaissance 3/01/2026 18:53 15 min
Introduction to MITRE ATT&CK® 3/01/2026 18:47 10 min
Cyber 101: Cookies 3/01/2026 17:56 10 min
Cyber 101: Rogue USB Devices 3/01/2026 17:45 10 min
Cyber 101: Darknets 3/01/2026 17:41 10 min
Cyber 101: Keylogging 3/01/2026 17:37 10 min
Linux CLI: Ep.17 — Demonstrate Your Skills 3/01/2026 16:17 60 min
Linux CLI: Ep.16 — Combining Commands 3/01/2026 15:55 15 min

Q immersive



Labs completed

LAB TITLE

Linux CLI

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

Linux CLI:

: Ep.15 - Generating File Hashes

Ep.14 - Using Screen

Ep.13 — Searching and Sorting

Ep.12 - Using Find

Ep.11 - Using SSH and SCP

Ep.10 — Using Sudo

Ep.9 — Stream Redirection

Ep.8 — Manipulating Text

Ep.7 - Using wc

Ep.6 - Editing Files

Ep.5 - File Permissions

Ep.4 - Changing Things

Ep.3 - Moving Around

Cyber 101: Fake News

Windows

Windows

Basics: Demonstrate Your Skills

Basics: Ep.7 — Scheduled Tasks

Q immersive

Ep.2 - Getting Started with the Terminal

Ep.1 - Introduction to the Linux Command Line Interface

COMPLETED

3/01/2026 15:47

3/01/2026 15:43

3/01/2026 15:37

3/01/2026 14:49

3/01/2026 14:35

3/01/2026 14:19

3/01/2026 14:04

3/01/2026 13:58

3/01/2026 13:49

3/01/2026 13:47

3/01/2026 13:41

3/01/2026 13:34

3/01/2026 13:26

3/01/2026 13:22

3/01/2026 13:19

2/01/2026 21:47

2/01/2026 21:21

2/01/2026 20:18

from: 23 December 2025 to: 6 January 2026

ESTIMATED
TIME

10 min

15 min

10 min

15 min

15 min

12 min

10 min

26 min

15 min

9 min

9 min

10 min

10 min

10 min

15 min

10 min

45 min

30 min



Labs completed from: 23 December 2025 to: 6 January 2026

LAB TITLE COMPLETED ESTIMATED TIME
Windows Basics: Ep.6 — SMB and RDP 2/01/2026 19:51 33 min
Windows Basics: Ep.5 — Services 2/01/2026 19:09 33 min
Windows Basics: Ep.4 — Managing Processes 2/01/2026 18:12 25 min
Windows Basics: Ep.3 — Registry 2/01/2026 18:01 25 min
Windows Basics: Ep.2 — Users and Groups 2/01/2026 17:37 25 min
Windows Basics: Ep.1 = Command Prompt 2/01/2026 17:23 20 min
Cyber 101: Geolocation 2/01/2026 14:52 10 min
Cyber 101: Virtual Card Numbers 2/01/2026 14:47 10 min
Cyber 101: Why Hackers Hack 2/01/2026 14:42 10 min
Windows Sysinternals: SDelete 2/01/2026 14:01 20 min
Windows Sysinternals: Sigcheck 2/01/2026 13:44 15 min
Windows Sysinternals: Strings 2/01/2026 13:30 12 min
Windows Sysinternals: Autoruns 2/01/2026 13:15 28 min
Windows Sysinternals: PsExec 2/01/2026 12:50 28 min
Cyber 101: Who Are The Hackers? 1/01/2026 21:18 10 min
Windows Sysinternals: AccessChk 1/01/2026 21:01 26 min
Windows Sysinternals: Process Explorer 1/01/2026 20:34 14 min
Windows Sysinternals: ProcDump 1/01/2026 19:48 52 min

Q immersive



Labs completed

LAB TITLE
Windows Sysinternals: Process Monitor

Windows Sysinternals: Sysmon

Windows Sysinternals: Introduction to Sysinternals

Cyber 101: Cyber Kill Chain

Cyber 101: Security Champions
Cyber 101: Information Security
Networking: Demonstrate Your Skills
Networking: Demonstrate Your Knowledge
Intrusion Detection Systems

DoS Primer: Tools

DoS Primer: Resource Exhaustion
DoS Primer: Vulnerabilities

DoS Primer: Volumetric

Protocols: Modbus

Protocols: ARP

Protocols: LDAP

Protocols: SMTP

Protocols: FTP

Q immersive

COMPLETED

1/01/2026 18:17

1/01/2026 18:05

1/01/2026 17:54

1/01/2026 14:36

1/01/2026 14:28

1/01/2026 14:23

1/01/2026 13:56

1/01/2026 13:38

1/01/2026 12:49

1/01/2026 12:39

1/01/2026 12:24

1/01/2026 12:20

1/01/2026 12:13

1/01/2026 12:07

1/01/2026 11:52

31/12/2025 18:38

31/12/202518:29

31/12/202517:41

from: 23 December 2025 to: 6 January 2026

ESTIMATED TIME

24 min

18 min

10 min

10 min

10 min

10 min

45 min

30 min

10 min

32 min

10 min

10 min

10 min

24 min

10 min

11 min

19 min

18 min



Labs completed from: 23 December 2025 to: 6 January 2026

LAB TITLE COMPLETED E.fJ:EMATED
Protocols: DNS 31/12/2025 16:13 10 min
Protocols: DHCPv6 31/12/2025 16:03 15 min
Protocols: DHCPv4 31/12/2025 15:42 11 min
Protocols: HTTP - Status Codes 31/12/2025 11:06 10 min
Protocols: HTTP 31/12/2025 10:59 12 min
Internet Protocol V4 31/12/2025 10:44 10 min
Transport Protocols 31/12/2025 10:39 10 min
Ports 31/12/2025 10:30 10 min
OSI Model 31/12/2025 10:20 10 min
The Internet 31/12/2025 09:38 16 min

Introduction to Networking: Ep.7 — Demonstrate Your Knowledge 31/12/2025 09:28 15 min

Introduction to Networking: Ep.6 — Domain Name System 31/12/2025 09:22 15 min
Introduction to Networking: Ep.5 — IP Addresses 31/12/2025 09:11 15 min
Introduction to Networking: Ep.4 — Network Topologies 24/12/2025 16:39 15 min
Introduction to Networking: Ep.3 — Network Hardware 24/12/2025 16:27 15 min
Introduction to Networking: Ep.2 — Types of Networks 24/12/2025 16:21 15 min
Introduction to Networking: Ep.1 — What is a Network? 24/12/2025 16:15 15 min
Windows Concepts: Demonstrate Your Skills 24/12/2025 11:35 45 min

Q immersive



Labs completed from: 23 December 2025 to: 6 January 2026

ESTIMATED
LAB TITLE COMPLETED TIME
Windows Concepts: CertUtil 24/12/2025 11:11 16 min

Windows Concepts: Background Intelligent Transfer Service (BITS) 24/12/2025 10:50 16 min

Windows Concepts: Volume Shadow Copy Service 24/12/2025 10:39 31 min
Windows Concepts: Alternate Data Streams 24/12/2025 10:27 16 min
Windows Concepts: Scheduled Tasks 23/12/2025 20:03 10 min
Windows Concepts: Windows Registry 23/12/2025 19:54 10 min
Windows Concepts: Security Policies 23/12/2025 19:48 10 min
Windows Concepts: Environment Variables 23/12/2025 19:27 16 min
Windows Concepts: New Technology File System (NTFS) 23/12/2025 18:18 11 min

Q immersive



